PROJECT ON GOVERNMENT OVERSIGHT

Thank you for the opportunity to submit a statement to the House Judiciary Committee
Subcommittee on Crime, Terrorism, and Homeland Security regarding its hearing, “Facial
Recognition Technology: Examining Its Use by Law Enforcement.”

The Project On Government Oversight (POGO) is a nonpartisan independent watchdog that
investigates and exposes waste, corruption, abuse of power, and when the government fails
to serve the public or silences those who report wrongdoing. The Constitution Project at
POGO strives to protect constitutional rights and principles, including guarding against
improper and overbroad surveillance such as unchecked face recognition. In 2019, the
Constitution Project convened a task force of expert stakeholders including academics, tech
experts, civil rights and civil liberties advocates, and law enforcement officials to examine
the impact of face recognition surveillance.! It concluded that any law enforcement use of
face recognition should be subject to strong limits, and provided a set of policy
recommendations.

Face recognition surveillance poses two distinct but equally important dangers: It can be
immensely harmful when it does not function properly, and it can also be immensely
harmful when it does. Face recognition misidentifications can lead to improper targeting,
needless police action, and wrongful arrests. Innocent individuals could face jail time or be
pressured to take a plea deal, all without knowing charges were based upon a poor face
recognition match. But making face recognition more accurate will not alleviate the danger
it poses to civil rights and civil liberties. Absent strong limits, face recognition opens the
doors to pervasive surveillance and abuse, and it allows the government to warp discretion into a
tool for malicious and selective targeting.

Correcting Common Misconceptions about Face Recognition Surveillance

As lawmakers consider what safeguards to place on face recognition surveillance, it is important
to recognize common misconceptions about law enforcement use of the technology and the
damage it causes. This section corrects four key misconceptions about face recognition and
explains why the realities about it require urgent action by Congress.

Face recognition does not work in a monolithic way; in reality, its ability to function—and the
limits of its functionality—are highly situational.

Face recognition is frequently portrayed in crime dramas—and more disturbingly, by vendors
selling the technology—as a technology that can be applied to photos in any situation, with
consistently accurate results. In reality, face recognition’s ability to deliver reliable matches
depends upon a range of factors.

! Task Force on Facial Recognition Surveillance, Project On Government Oversight, Facing the Future of
Surveillance (March 4, 2019), https://www.pogo.org/report/2019/03/facing-thee -future-of-surveillance/.
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The quality of face recognition algorithms can vary significantly. Notably, many algorithms
misidentify women and people of color at a higher rate than other people. Studies by the
National Institute of Standards and Technology; the Massachusetts Institute of Technology,
Microsoft, and AI Now Institute researchers; the American Civil Liberties Union; and an
FBI expert all concluded that face recognition systems misidentify women and people of
color more frequently.? Most recently, the National Institute of Standards and Technology
found that some systems were 100 times more likely to misidentify people of East Asian
and African descent than white people.? Failure to recognize the significance of this
problem—and account for it in selection and review of software, training, and auditing—
will undermine investigations and seriously harm civil rights.

Image quality can also significantly impact accuracy of matches. Sets of reference images
—databases containing previously identified faces—in face recognition systems are
typically high-resolution photos of a person directly facing a camera at close range, such as
for a mug shot photo. But probe images—from which law enforcement seeks to identify
individuals—are derived from a wide range of situations, which creates the potential for low
image quality and erroneous results.

Bad lighting, indirect angles, distance, poor camera quality, and low image resolution all
make misidentifications more likely.* These poor image conditions are more common when
photos and videos are taken in public, such as with a CCTV camera. But these low-quality
images often serve as probe images for face recognition scans, without due consideration for
their diminished utility.’

Even when using more effective software and higher quality images, system settings can make
face recognition matches prone to misidentification. For example, the way law enforcement sets
confidence thresholds—a metric used to compare which proposed matches within a system
are more likely to be accurate—can undermine reliability of results. The lower the confidence
threshold, the more likely the “match” is actually a false positive. So, if law enforcement
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entities set face recognition systems to always return potential matches—no matter how low
confidence the threshold—they will receive untrustworthy data. Troublingly, some law
enforcement entities do just that.®

For example, one police department designed its face recognition system so that for field
use it “dropped the search-confidence percentages and designed the system to return five
results, every time,” meaning results would come back as top possible matches even if they
were unreliable, introducing the likelihood that officers would receive untrustworthy
information amid encounters with individuals.’

Disturbingly, the vendors that sell face recognition software often exaggerate how broadly the
technology functions, thereby encouraging irresponsible law enforcement use that will lead to
misidentifications.

One major vendor boasts in marketing materials that “facial recognition gives officers the power
to instantly identify suspects. ... Officers can simply use their mobile phones to snap a
photograph of a suspect from a safe distance. If that individual is in their database, it can then
positively identify that person in seconds with a high degree of accuracy.”® This is an inflated
characterization given the limits that lighting and angle would impose in such a situation. Other
vendors claim face recognition would offer a positive identification—rather than provide a set of
possible but uncertain matches—but that claim is at odds with how most responsibly designed
face recognition systems operate in practice.’

Clearview AI’s pitches to law enforcement—obtained through public records requests by
BuzzFeed—are shockingly boastful. The company claims to have “the most accurate facial
identification software worldwide” and to consistently produce accurate results “in less than five
seconds.” The company even goes so far as to tell law enforcement that using its software will
make them “realize you were the crazy one” for not believing face recognition would perform
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the same as it does in outlandish TV depictions like “NCIS, CSI, Blue Bloods.”!® An FAQ the
company provided to law enforcement claims, “a photo should work even if the suspect
grows a beard, wears glasses, or appears in bad lighting,” then adds, “you will almost never
get a false positive. You will either get a correct match or no result.”!! This is a false and
incredibly dangerous claim. If law enforcement takes it as true, they may be inclined to put
immense weight on any face recognition match they receive through Clearview Al
software.

And at the same time Amazon publicly stated law enforcement clients should set the
company’s face recognition software to only return matches based on a 99% confidence
threshold, it was advising at least one department to deploy a top-five-match system that
would always return results, even if possible matches were well below that 99% threshold.!?
This augments the risk that misidentifications will be presented to law enforcement as
matches.

In the absence of safeguards to address this range of misidentification risks, face recognition
will continue to provoke errors, harm innocent individuals, and exacerbate inequalities in how
different communities are policed.

Face recognition is not a risk-free tool if law enforcement just uses it for leads; face
recognition still can, and does, mislead law enforcement.

It is important to resist the temptation to shrug off the risks of misidentification based on law
enforcement claims that face recognition is just used for leads, rather than as the backbone of a
prosecution.!? Using untrustworthy information as the foundation of investigations is always
dangerous, regardless of whether that information is introduced in court.

The simple fact is, unreliable investigative tools and techniques—even if just used for leads and
taken alongside other potentially exonerating evidence—can lead to the arrest of innocent
individuals, a problem we have seen again and again with flawed technologies ranging from
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outdated forensics'* to unreliable polygraph tests.!> If standard law enforcement policy was to
base investigations on smudged fingerprints or contaminated DNA samples, it would be of little
comfort that this tainted evidence was just used for leads.

There are already at least three documented cases in which individuals have been
improperly arrested based on face recognition misidentifications.!® It is unlikely that Robert
Williams, Michael Oliver, and Nijeer Parks are the only individuals who have been
wrongfully arrested because of such errors. According to a 2020 New York Times
investigation of face recognition systems in Florida, “Although officials said investigators
could not rely on face recognition results to make an arrest, documents suggested that on
occasion officers gathered no other evidence.”!” Because face recognition is frequently
hidden from defendants,'® there are likely more instances where face recognition led to the
arrest of innocent individuals—some of whom may have felt pressured to accept a plea
bargain—that we are unaware of.

Individuals could also be charged in part based on how a match produced by a face
recognition system affects the direction of an investigation early on, especially when having
a match promotes confirmation bias or sloppy follow-up. For example, in one incident, New
York City Police Department officers allegedly took a single possible face recognition
match, and then texted a witness, “Is this the guy...?” along with the photo, rather than
following proper procedure to use a photo array.!”

Even without leading to improper arrests, face recognition misidentifications can cause
serious harm. Being targeted in an investigation can also be disruptive and potentially
traumatic, and can endanger individuals even if charges or a conviction never follow.

By holding up the notion that face recognition is just used for leads as a virtue, law
enforcement actually places this technology in a limbo where its “results still can play a
significant role in investigations, though, without the judicial scrutiny applied to more
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proven forensic technologies.”? It is vital that better safeguards be put into place to prevent
improper reliance on this technology, and to ensure that defendants are not deprived of their
right to review potentially exculpatory evidence.

The risk that face recognition surveillance will be abused is not hypothetical; the technology
has already been abused to target and hamper First Amendment-protected activities.

Face recognition has already been misused to identify peaceful protesters and to facilitate
selective prosecution against protesters.

According to a South Florida Sun Sentinel investigation, in 2020, law enforcement repeatedly
used face recognition to identify and catalog peaceful protesters. Fort Lauderdale police ran
numerous face recognition searches to identify people who might be a “possible protest
organizer” or an “associate of protest organizer” at a Juneteenth event to promote defunding the
police. Boca Raton police also ran face recognition scans on half a dozen occasions throughout
May 2020 targeting protesters during peaceful events. And the Broward Sheriff’s Office ran
nearly 20 face recognition searches during this same time period for the purpose of “intelligence”
collection, rather than to investigate any criminal offense.?!

Face recognition has been abused for selective targeting, with law enforcement using the
technology to rapidly scan protests for individuals with active bench warrants for unrelated
offenses. Several years ago, Baltimore police used face recognition amid protests to find
individuals with “outstanding warrants and arrest[ed] them directly from the crowd,” in a
selective effort that appeared to be aimed at disrupting, punishing, and discouraging
demonstrators from protesting.??

Absent strong rules, these problems will continue to occur. Face recognition could be used to
identify and catalog every attendee at a religious service or political rally, akin to a hyper-
powered version of the “mosque crawlers” the New York Police Department deployed for its
surveillance of Muslim Americans,?* or the plants and informants the FBI used to spy on
activists as part of COINTELPRO.?* Face recognition could catalog who goes to a health clinic,
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substance abuse treatment center, or union meeting. These kinds of sensitive data about people’s
lives could be stockpiled and used for an immense array of future government activities, ranging
from profiling, to selective law enforcement investigations, to evaluations for civil service
employment opportunities. And even absent such malicious actions, research has shown that
surveillance does in fact chill participation in basic activities, especially when directed at
sensitive activities and groups vulnerable to persecution.

The dangers face recognition pose cannot be solved by just restricting use of the most
egregious companies and error-prone algorithms; even the most well-designed systems create
danger.

When crafting safeguards against face recognition surveillance, lawmakers should not limit their
focus just to egregious situations. As the problems described above show, even well-designed
systems can cause serious problems.

One face recognition vendor that has garnered significant attention is Clearview Al. Unlike other
face recognition systems, Clearview Al builds its reference photo database by scraping billions
of photos from social media sites.?> This practice violates the terms of use for the websites
hosting the photos and, more importantly, violates the consent and expectations of privacy
of users who place images on their account with the promise that they will not be grabbed
en masse and misused. Countering this tactic of mass scraping for biometric scanning may
require specific legislative rules.?®

However, even if law enforcement were totally cut off from using Clearview Al, the general
dangers that face recognition surveillance creates would remain. Face recognition systems
built on reference photo databases of mugshots or driver’s license photos, for instance, can
still produce misidentifications for a variety of reasons, and cause serious harms when law
enforcement relies on those misidentifications. And face recognition systems built on those
same databases can be abused to catalog sensitive activity.

Additionally, while the propensity of many face recognition systems to misidentify people
of color at higher rates should be a top priority for lawmakers to address, it is only one of
many dangers misidentification poses. Even if systems improved to the point of eliminating
algorithmic bias, risks of error will still persist. Because misidentification is often due to
poor image quality, even the most reliable systems will remain vulnerable to error. And as
long as inequalities exist across our criminal justice system, we can expect the harms of face
recognition misidentification to continue to be disproportionately borne by people of color.

Priorities for Lawmakers in Responding to Face Recognition Surveillance

The need for lawmakers to impose strong limits on face recognition is urgent. In the absence of
safeguards, roughly half of all adults in the United States already have pre-identified photos
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in databases used for law enforcement face recognition searches, and at least a quarter of the
nation’s state or local police departments possess the ability to run face recognition searches
either directly or via a partnering agency.?’” Meanwhile, even more pervasive face
recognition systems are being implemented. Numerous cities have developed plans or
implemented pilot programs for untargeted face recognition which scan every person within
a crowd who passes by the frame of a camera and provide an alert if anyone scanned is
identified as a match against preexisting watchlists.?

We are beginning to see significant action to limit face recognition: Over a dozen cities have
banned law enforcement use of the technology,?” and multiple states have recently passed laws
that require court approval before law enforcement can run face recognition scans and that limit
its use to investigating violent felonies.>® But for the vast majority of Americans, face
recognition can still be deployed against them absent any rules or safeguards.

The most straightforward solution at this time would be to press pause on face recognition
surveillance, enacting a national moratorium on its use, as the Facial Recognition and Biometric
Technology Moratorium Act would do.3!

If Congress does not pursue a full moratorium, there are still safeguards that can limit the
dangers face recognition surveillance poses. Preventing irresponsible use of face recognition and
reliance on misidentifications necessitates transparency requirements, testing and accuracy
standards, rules for training and use, limits on how much weight investigators place on matches,
and disclosure to defendants. Guarding against abuse and dragnet collection of sensitive
information requires meaningful rules for independent authorization—such as a warrant
requirement—and limiting use to investigating serious offenses. The Constitution Project’s task
force report on face recognition examines many of these policies in detail.>?

Finally, it is vital that any action Congress takes does not preempt restrictions on face
recognition passed at the state and municipal level. Many communities have already made clear
that they want law enforcement use of face recognition to be fully prohibited, and their
preference should be respected. Other cities and states may wish to implement additional
restrictions on face recognition that Congress does not consider; this could be especially valuable
given rapid developments in how the technology is used. Federal legislation on face recognition
can only aid civil rights and civil liberties if it makes clear that separate limits at the state and
local level will not be overridden.
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